
Do you know what’s happening on your network right 

now? Take control of your network with real-time 

insight!  When you know what's happening in your 

environment, you can fix today's problems and plan 

tomorrow's requirements.  What's using your interne t 

pipe?  Is it P2P or malware?  Do you have "problem"  

WWW users?  Without real-time network analysis, 

you're groping in the dark.  

 

Introducing Netmon.  Netmon is a comprehensive 

network monitoring system which gives you a 

complete perspective of your network from a variety  

of vantage points. 

Netmon lets you intuitively explore the activity on  

your network with smart graphical tools like the Vi sual 

Network Explorer.  And Netmon’s built-in email and 

pager alert system is designed to keep you informed  

of events that are important to you as a network 

administrator. 

 

Imagine adding a thousand pairs of eyes to your 

network,  each working 24 hours a day, 7 days a week 

to monitor critical operational metrics. 

 

Receive email or pager alerts for critical events, and 

prevent unnecessary downtime.  Netmon’s integrated 

email and pager alert system can notify you and you r 

team of many types of important events, such 

as service or device failures, full disks, excessiv e 

bandwidth usage, usage of prohibited network 

applications, and even specific types of system 

messages. 

 

Monitor Internet bandwidth with Netmon’s interactive 

graphical charts.  Netmon provides specialized tool s 

for monitoring all of your critical gateways. It us es the 

SNMP protocol to help you monitor the usage of many  

types of core network devices, including routers, 

firewalls and switches. Netmon can also use this 

protocol to monitor many other kinds of devices, 

including servers, network printers, UPS systems, c opy 

stations and more.  

 

Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 
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Monitor all of your critical infrastructure from a 
single, integrated system. 



Perform sophisticated analysis with powerful 

reporting tools.   Drill down to virtually any level of 

detail, across any time frame, and find the informa tion 

you need using Netmon’s simple, yet powerful 

reporting toolset. Create and save your own 

customized reports for instant one-click delivery a t any 

time. 

 

Monitor environmental conditions   such as 

temperature, humidity and other factors at multiple  

sites with optional ENVIRO product integration. Det ect 

the presence of water and other environmental 

hazards, with built-in alerts. 

 

Built-In Help and Resources Panel   Netmon provides 

access to a wealth of help, training, information a nd 

support directly through the Help & Resources Panel . 

This panel is available from any part of the applic ation, 

so you always have convenient access to a rich vari ety 

of information, including the following resources: 

 

Integrated User Guide  No need to dig up the product 

manual anymore: it’s built right in. Print any page  in a 

printer-friendly format automatically. 

 

Integrated Protocol Atlas  Not sure about the purpose 

of a certain protocol? Just click on it for an inst ant 

overview. Netmon contains a built-in dictionary of 

hundreds of IP-layer protocols. Even if Netmon does n’t 

recognize a particular protocol, it can help you to  find 

more information on Google with a single click. 

 

Log in from anywhere Netmon is a web-based 

application, which means you can access it from 

virtually anywhere. 

 

Netmon’s smart user interface works and feels a lot 

more like traditional desktop software, and will fe el 

familiar to system administrators, network engineer s 

and other technical staff. It's also fully compatib le with 

Firefox. 

 

Easy Installation   A menu-based wizard guides you 

through basic configuration tasks at boot time, 

allowing you to get up and running fast. 

 

You can no longer afford to be unaware of what is 
happening on your network . 

 

Contact a Netmon Partner today to book a free 

demonstration. Or, for more information, visit us o n 

the web at www.netmon.ca . 

Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 
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Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 

 

Monitor Routers, Switches and Firewalls 
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�� Monitor bandwidth utilization on any physical or vi rtual 
interface �

�� Detect interface flapping conditions or changes in the 
operational state of any network interface �

�� Detect duplex mismatches �

�� Monitor frame collisions, errors and drops �

�� Collect event and error logs, as well as SNMP trap messages, 
with full integration with email and pager alert sy stem�

Monitor Network Traffic / Activity 

�� Monitor real-time network activity with the Visual Network 
Explorer (VNE) �

�� Integrated Layer 2 (Ethernet) Frame Analyzer �

�� Integrated Layer 3 and 4 (TCP/IP) Protocol Analyzer �

�� Automatic NetBIOS and DNS name resolution �

�� Monitor live network activity at remote WAN sites w ith 
integrated Cisco NetFlow Collector (v1, v5 and v7) �

�� Built-in protocol database identifies thousands of protocols �

�� Raw packet capture utility for low-level packet ana lysis in  
compatible client software (i.e. Ethereal, Wireshar k)�

�� Instantly narrow activity views to specific hosts o r protocols 
with easy to use filters �

Real-Time Protocol Analysis 

�� Real-time protocol analysis available on home dashb oard �

�� Custom reporting allows you to drill-down in to pro tocol 
distribution of your network traffic �



Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 

 

Comprehensive Alert Management System  

�� Netmon now provides an alert management view that 
allows you to view, edit or delete any of the alert s present 
in your system 

�� Pause an alert or schedule maintenance against any alert 

�� Flexible, recurring schedule from the Alert Managem ent 
view  

Email Traffic / Analysis & Reporting 

�� Deep Packet Inspection (DPI) of email protocols suc h as 
POP3, IMAP & SMTP�

�� Analyze the data gathered by our new DPI plug-ins t hrough 
the email traffic analysis report and email resourc e statistics 
reports �

�� Find rogue email usage on the network 

Netmon Remote Traffic Sniffer 

�� Provides Remote Traffic Collection and analysis �

�� Converts remote collected traffic to Netflow Protoc ol and 
transmits data to main Netmon console �

�� Becomes a Netflow emitter device 



Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 

 

Monitor Network Security 

�� On-demand port scanner identifies open ports and ne twork 
services on any target host �

�� Background port scanning service identifies new net work 
services as they appear on your network �

�� Identifies new devices which have appeared on your 
network with integrated ARP Probe Service �

�� Protocol Activity Alerts notify you when a particul ar 
protocol appears on your network �

Monitor Event Logs and Security Logs 

�� Fully integrated syslog server  - collect and store  logs  from 
all syslog-capable devices in a single location �

�� Organize syslog/event log data by host, facility an d severity 
level  

�� Powerful built-in reporting and search capabilities , including 
support for regular expression pattern matches as w ell as 
standard text search  

�� Integrated email and pager alert facilities, includ ing support 
for text and regex matching for alerts  

�� Translate Windows Event Logs into compatible syslog  data 
streams with supplied SNARE Agent for Windows softw are. 

Monitor Windows Servers and Clients 
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�� Monitor the operational state of Windows 2000/2003/ 2008 
services�

�� Monitor RAM utilization, CPU threads, processes and  more �

�� Monitor event logs and security logs with built-in reporting 
and archiving capabilities �



Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 

 

Monitor Printers & Copy Stations 
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�� Send alert notifications to technical staff when pa per jams 
or other device malfunctions occur �

�� Send a reminder message to the office manager when 
paper or toner levels get low �

�� Track hourly, daily and monthly usage rates for pap er, 
toner and other consumables �

Monitor UPS & Battery Backup Systems 
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�� Receive a notification message when your UPS system  
switches to battery power �

�� Be alerted if your UPS system is overloaded �

�� Get a reminder when it’s time to replace your batte ry �

�� Monitor the line quality of your utility power �

�� Receive an alert if your UPS fails a scheduled self -test �

Reporting and Data Analysis 

�� Historical database of virtually all monitored acti vities �

�� Customizable protocol and host filtering lets you n arrow 
reports to specific hosts and/or network activities �

�� Uptime/downtime and service latency reports �

�� Bandwidth utilization reports �

�� Sophisticated traffic and protocol analysis toolset �

�� Build and save custom reports for later one-click d elivery �

�� Schedule automatic daily, weekly, monthly or yearly  
reports �

�� Analyze Netmon data in third-party reporting packag es 
such as Crystal Reports via ODBC bridge support. �



Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 

 

Administration and Management 

�� Security groups allow you to assign distinct capabi lities and 
permissions to Netmon user accounts �

�� Full control over each distinct monitoring service.  Turn off 
services which aren’t needed or required. �

�� Specify historical data retention policies for vari ous 
individual monitoring services �

�� Flexible data backup facilities, including backing up directly 
to a remote network share / file server �

�� Label your own protocols by adding, editing or remo ving 
entries in Netmon’s protocol index �

�� Customize email and pager message templates �

Monitor Environmental Conditions* 
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�� Monitor datacenters, server rooms, wiring 
closets and other locations for temperature or humi dity 
changes�

�� Detect the presence of water with the included wate r 
sensor 

�� Monitor heat, air flow, voltage, smoke and more 

�� Monitor door contacts and motion sensors �

�� Monitor environmental conditions at multiple remote  
locations, including datacenters, branches and fiel d offices, 
and process alert messages from a centralized conso le in 

Monitor Websites / Web Applications 

�� Monitor websites and web applications with integrat ed URL 
Tracker Service�

�� Easily differentiate between valid and invalid resu lts 
through keyword matching �

�� Supply additional GET parameters to test specific a pplication 
requests such as search engines or database lookups �

�� Perform sophisticated pattern matching with regular  
expression support �



Want more information? Contact a Netmon Authorized Partner, or visit us online at www.netmon.ca. 
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�� (1) Pentium Core 2 Duo Processor �

�� 4 GB ECC PC-4200 DDR2 RAM�

�� 250 GB Serial ATA Hard Disk �

�� (2) Gigabit NICs �

�� Suitable for networks from 250 to 1,000 nodes �

�� Suitable for monitoring up to 250 network devices �
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�� (1) Pentium Core 2 Duo Processor �

�� 2 GB ECC PC-4200 DDR2 RAM�

�� 250 GB Serial ATA Hard Disk �

�� (2) Gigabit NICs �

�� Suitable for networks from 250 to 1,000 nodes �

�� Suitable for monitoring up to 250 network devices � ��!���	�	���	��
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�� Get all the features of Netmon Appliances in an 

affordable software package. �

�� Tiered licensing model results in an cost-effective  

solution, no matter how big or small your business:   

25, 50, 100, 250, 500 & 1000 device editions are 

available. �

�� Ideally suited for small to medium sized network 

environments. �
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Corporate Office 

4525 Rhodes Drive, Suite 200 

Windsor, Ontario  N8W 5R8 

519.944.8365 TEL 

800.944.4511 TOLL-FREE 

519.944.4867 FAX  


